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[INSERT LOGO]
[INSERT POLICY NUMBER] ACCHS policy on the use of standards-compliant secure messaging

Purpose 
To ensure that [INSERT ACCHS NAME] utilises standards-compliant secure messaging systems that have the capability to both securely send and transmit clinical messages to and from other healthcare providers. 

Related standards

· RACGP Computer and information security standards – Section 3.12 p. 57: Secure electronic communication is a broad term which includes secure messaging via the public Internet. Secure messaging is a generic term that applies to all clinical information transferred between healthcare providers, healthcare organisations, patients, and trusted third parties. 
Background and rationale

Secure message delivery (SMD) is due for release as an Australian Standard for interconnected point-to-point clinical messaging between SMD compliant software products. This allows increased confidence in the security of the patient’s clinical information transferred between health care providers and organisations.
Secure electronic messaging significantly lessens the chance of clinical information being accessed and read by a non-healthcare recipient. While electronic transmission carries an inherent risk of inadvertent wider broadcast of information, it also offers the opportunity to protect information more efficiently through higher security standards.

Scope of the Policy
This policy applies to all [INSERT ACCHS NAME] staff (including its employees and any healthcare provider to whom the organisation supplies services under contract) with access to [INSERT ACCHS NAME]’s Clinical Information Systems and/or the My Health Record system.
Policy Statement 

All practitioners within [INSERT ACCHS NAME] actively use the secure messaging within the clinical software to send, receive and act upon patient clinical documentation/information. Examples of clinical information are referrals to other practitioners, allied health and specialists.

[INSERT ACCHS NAME] will enforce this policy in relation to all its employees and any person or Organisation with whom we engage under an agreement/contract.

Procedure
[INSERT ACCHS NAME]: 

· sends and receives correspondence and reports to and from our clinical desktop system to other healthcare providers through the use of conformant secure messaging software as outlined in the  PIP eHealth Product Register

· supports all healthcare providers in our practice to actively use secure messaging software to send and receive patient documentation, where feasible
· adheres to the use of compliant software to ensure that message contents are encrypted for the entire transmission process using appropriate digital certificates before sending
· does not support or condone the use of insecure electronic methods of transmission for communications containing identifiable clinical information

· encourages a sustained increase in the use of standards-compliant secure messaging systems

· can demonstrate that the product is interoperable with other standards-compliant products on the PIP eHealth Product Register

· uses a National Authentication Service for Health (NASH) Public Key Infrastructure (PKI) organisation certificate

· provides practice-based education and skills-based training to all healthcare providers and staff to ensure compliance with the policy and competency in the use of the technology.

Software requirements

The secure messaging software used at [INSERT ACCHS NAME] is:
(List Secure Messaging Software here). The NASH organisation digital certificate used at [INSERT ACCHS NAME] is: (Details of Certificate including RA number and expiry date)

Staff responsibility

It is the responsibility of all healthcare providers in [INSERT ACCHS NAME] to send electronic health information using secure messaging systems as outlined in this policy.

It is the responsibility of all administrative staff to support the use of secure messaging by undertaking any administration tasks involved in the maintenance or use of secure messaging systems. When any problems arise with the secure messaging software within our practice, the appropriate secure messaging software vendor and/or the company providing IT support for the practice will be contacted to assist in resolving the problem in a timely manner.

Related resources
RACGP Standards for general practices, fourth edition

http://www.racgp.org.au/your-practice/standards/standards4thedition/
RACGP Computer and information security standards (CISS) and workbook (2011)

www.racgp.org.au/your-practice/e-health/cis/ciss/
PIP eHealth Product Register: www.nehta.gov.au/pip
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